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Abstract

Silicon avalanchephotodiodesarethe mostsensitve photodetectorn the visible
to nearinfraredregion. However, whenthey areusedfor single photondetectionin a
Geigermode they areknown to emitlight onthecontrolledbreakdavn usedto detecta
photoelectronThis fluorescencdéight might have seriousmpactson experimentalap-
plicationslik e quantunmcryptographyor single-particlespectroscop We characterized
thefluorescencéehaiour of silicon avalanchephotodiodesn the experimentallysim-
ple passie quenchingconfigurationanddiscussmplicationsfor their usein quantum
cryptographysystems.

1 Introduction

For a long time, silicon avalanchephotodiodeqAPD) have beenusedfor single photon
detectionn thenearinfraredregion[1, 2] becausef their high quantumefficiency andlow
dark countrate. Thesepropertiesare particularlyimportantfor quantumcryptography([3
4,5, 6], wherea hugeyield of securebits andalow signal/noiseatiois crucial.

To obtainasinglephotoncountingbehaviour, theavalanchediodeis operatedn anall-
or-nothingcountingmodesimilar to the way Geigerdetectorsareusedin nuclearphysics
for particle counting. In this so-calledGeigermode,the diodeis reverselybiasedabove
the breakdevn voltagesuchthata single photoelectrorcangenerate self-sustaininglis-
chage. The dischagecurrentis usedasanindicatorfor the generatiorof a photoelectron
andthus of an absorbedphoton. Thereby a timing accurag betterthen 60 ps hasbeen
achieved[7].

It hasbeenobsened previously that the avalancheof chage carriersis accompanied
by photonemission[§. Although this light emissionis not very strong,in several single
photon counting applicationsit may have seriousimpactson the experiment. In quan-
tum cryptographyfor example,sucha light emissionmight enablean external obsener
to gain information of a photo detectionevent on the recever side, openinga possible
eavesdroppingbackdoorto an otherwisesecurecommunicatiorchannel.Anotherexper
imentalsituationin which this photoemissiorhasto be consideredare photoncorrelation
measurementsisthey are performedin singleatomor moleculespectroscop In atypi-
calHanhurry-Brown—Twissconfigurationtwo photodetectorarelooking ontoafaintlight
sourceandonehasto ensurethatlight emittedin the breakdavn flashof onephotodiode
is not causingartificial photoeventsin the secondphotodetectodueto residualcrosstalk
betweenthe two photodetectors[910, 11]. It is thereforeimportantto know the photoe-
missioncharacteristic®f that breakdevn photoemissionto avoid crosstalkwith the light
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Figure 1: Operationof the APD in passve quenchingmode. The diode (with a junction
capacityC; anda parasiticcapacityCp) is reversebiasedvia a highimpedancejuenching
network R, above the breakdevn voltage. At diodebreakdavn, the parasiticcapacityC),
dischagesthroughthe load resistanceR,,, causinga voltagepeakindicatingthe break-
down.

to be detected.In this paper we describeour investigationof the temporaland spectral
distribution aswell asthe absoluteamountof light emittedduringa detectionevent.

2 Photodiode operation

A photodetectioprocesss initiatedby aphotoelectrorcreatechfterabsorptiorof aphoton
in a reverse-biasegn-junction. This electronis acceleratednto a highly dopedregion

whereanavalancheof chaigecarrierss triggered.In singlephotoncountingmode thebias
voltageexceedshe breakdavn voltageof the diode, meaningthat oncean avalanchehas
beentriggered,it is self-sustainingaslong asthe externalvoltageexceedshe breakdevn

threshold.To avoid thethermaldamageof the diodeandto bring it backinto a stateready
for a subsequenphotoelectrordetection the avalanchehasto be quenched.This is done
by loweringthe reversebiasvoltageacrosghe diodefor a certaintime. After allowing all

chage carriersto recombineandthusbringing the diode into an insulatingstateagain,a
full photodetectiorycle is finishedandthe diodeis readyfor the next event.

The usualconfigurationsfor that procedureare referredto passve and active quen-
ching[13. In passve quenchingthediodeis reverse-biasetia alow-currentnetwork (e.qg.
alargeresistorR,) suchthatthe dischage currenttriggeredby a photoelectroravalanche
causes voltagedrop,reducingthe voltageacrosshe diodebelow the breakdavn voltage
(seefigure 1). Then,thejunction capacityC; hasto berechagedagainto thefull reverse
biasvoltage. With usualpassie quenchingconfigurationsa rechage time on the order
of amicroseconds achieved. To obtaina fasterrechageandtherebya shorterdeadtime,
active quenchingtechniqueshave to be used[]. Yet, the dischage currentandthusthe
breakdavn flashshouldnot dependon the quenchingconfiguration.

In ourexperimentsye usedan APD with anintegratedwo stagethermoelectricooler,
type C30902-SDTdrom Perkin-Elmer The diodeshave a circularactive areaof 0.5mm
diameterandareaccessiblehrougha transparentvindow. They aremountedn modules
togetherwith a high voltagesupply a discriminatorto generatestandardNIM pulsesand
a temperaturecontroller for the peltier element[13 We usea currentlimiting network
insteadof a quenchingresistor a measurementesistorof R,, = 100  anda reverse
biasvoltageof Upi,s = 215 V atatemperaturef —25 °C, which is approximately20 V
above the breakdevn of the APD. Accordingto the manufcturerthe diodesaresupposed
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Figure2: (a) Dischagecurrentlp (T) of theavalanchephotodiodeduringa breakdaevn cy-
cle. (b) Histogramof coincidencesventsof bothphotodetectorsTheleft peakcorresponds
to photonsemittedby diode 1 seenby diode2. Both peakshave anexponentialdecaywith
atime constanbf 2.9 ns. Theasymmetryis dueto the differentmagnificationof the two
diodeslooking at eachother The shapeof eachpeakresembleyvery muchthe dischage
currentbehaiour.

to shawv a single photondetectionefficiengy of up to 55% at a wavelengthof 800nm[14],
dependingon operatingconditions.

Thedischagecurrentlp (t) we measuredindertheseconditionsis shavn in figure2a.
It reflectsan exponentialdecay corvolutedwith a Gaussiardistribution. Fromthis mea-
surementye obtainatotal chage of

Qp = /TD(t) dt = 64 pC
releasedluringa diodebreakdevn. Fromthatvalue,we deducea parasiticcapacityC), of
Cp,=Qp/20V =32pF ,

assuminghat during breakdevn, mostof the currentthroughR,, is suppliedby C,, and
not by thebiasingnetwork.

3 Absolute photoemission rate

To determinethe amountof light emittedduring a breakdavn cycle, we usedan optical
arrangemensketchedn figure 3. The active areaof an APD moduleD; is imagedwith a
lens f = 50 mm ontoa secondAPD, D,, with a demagnificatiorof 2 (correspondindo
distancef g = 150 mmandb = 75 mm, respectrely). This ensuredhatlight emitted
from all partsof the active areaof diode D, could reachthe active areaof D, even for
imperfectalignment. To definethe solid angleof light collectedfrom diode D, , we used
anapertured with adiameterof 3 mm (and5 mmin asecondexperiment)at a distanceof
d = 123 mmfrom thediode. Thecorrespondingolid anglesareQ; = 4.67 - 10~ srand
Q5 = 1.3- 1072 s, respectiely.

The NIM pulseswere sentboth to PC-cardbasedcounters,andfor timing analysis
to a digital oscilloscopgLeCroy LC574A). Using a pair trigger featuretogetherwith an
auxiliary delayline of 63 ns,we collectedcoincidencesventsof thetwo detectorsaandhis-
togrammedheirtime differenceg; — t» in anintenal of -40 nsto +60nswith aresolution
of afew 100ps.

To measurenly the light emittedby the diode D, we loweredthe ambientlight such
that D, registereda countrateof r; = 2634 cps. This is only moderatelylargerthanthe
darkcountrate (approximately500 cps)andensureshatscatteringof externallight to the
seconddiode D, is minimal. With theopticalpathopento thesecondliodeandanaperture
diameterof 3 mm, we obsene a countratefrom diode D, of ro = 731 cps. Finally, only
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Figure3: Setupto determingheintegral fluorescencdéight. The active areaof photodiode
D, underinvestigationis imagedthrougha lens L onto a secondohotodiodeDs, with an
apertured definingthe solid angleseenof diode D, . Both diodesareoperatingin passie

guenchingGeigermode. Their breakdaevn currentis amplified,discriminatedandsentto

countersandanoscilloscopéo investigatecoincidentevents(The signalof D, is delayed
by 63 ns).

pair eventsareselectedvhich ensureghatonly the propertiesof the breakdevn flashwere
analysed.

A histogramof time differencedor doublephotoeventsis shavn in figure2b. Onecan
clearlyrecognizetwo peakstheleft one(t; — t2 < 60 ns)correspondingo photoevents
registeredn detectorD- aftera dischageof detectorD;, andtheright onecorresponding
to thereverseprocessTheasymmetryin theamplitudesf thetwo peakscanbe explained
by the asymmetryin the imagingoptics,asthe apertureis not locatedexactly at the lens
position,and/orby adifferencein theamountight producedy thetwo diodes.Eachpeak
shaws a rise time betweenl and 2 ns, andan exponentialdecay probablyfollowing the
dischage currentof the diode. The distribution h(At) of eachpeakof time differences
At = t; — to in figure 2b hasthe sametemporalpatternasthe dischagecurrentshovn in
figure2a.

We modeleda higherresolutionhistogramof thefirst peakof h(At) by a convolution
of anexponentialdecaywith atime constantr anda Gaussiardistribution with avariance
o. Usingthemodelfunction

h(AD) = (B(af) - 24/7) @ (e-25/2r")

where©(t) is a stepfunction, we obtainfit valuesof = = 2.75 £ 0.07 nsande = 0.72 £+
0.03 ns. Theactualshapeof this distribution is determinedy the dischage network.

Integrationover the pair distribution from ¢, — t2 = 20 nsto 62 nsleadsto a rate of
n. = 48.4 + 1 s~ for photoeventsof detectorD, inducedby breakdevn eventsof D ;
theaccidentatountratefor thattime window,

Tigee = T172 - 4218 = 0.081 57!
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Figure4: Setupfor measuringhe breakdavn flashspectrum.Light emittedform a diode
D, is collimatedthroughalens L, with afocallengthof f = 150 mm, dispersedhrough
a diffraction grating G and detectedafter a fold mirror M with a secondsingle photon
countingAPD D, afteracollimationlensL». Thespectrunbecomewisiblein coincidence
eventsbetweerthetwo detectorsD; andD-.

is negligible. With the breakdavn rater; of D; andthe capturedsolid angle 23, and
assumingsotropicemissionof the fluorescencdight, we obtaina differentialbreakdevn
emissionintensityof
% = n;]/?’rl = 39 photons/sr

for eachdetectedreakdavn of thediode D, . Fromasimilarmeasurememntith anaperture
diameterof 5 mm, we foundavalueof dn, /d) = 43 photons/srWithin the accuray of
the alignmentof the photodetectorandthe assumptiorof isotropy of emissionthesetwo
valuesare compatible.However, thesevaluesdo not containa detectionefficiengy n yet.
Because¢his detectiorefficiengy varieswith thewavelength(andhasamaximumof ~ 55%
at A =~ 820 nm[14]), anestimateof total ratecanonly be givenwith a knowledgeof the
spectradistribution.

4 Spectral distribution of the breakdown emission

In orderto evaluatepossiblecountermeasures experimentssensitve to the breakdavn
light emissionof an APD, we measuredhe spectraldistribution of thatlight. Therefore,
we usedagaina setupof two single photoncountingAPDs looking at eachother, where
we inserteda reflectiongratingasa tunablefilter in the optical pathasshavn in figure 4.
The active areaof the diode underinvestigation,D;, was placedin the focal planeof a
lensL; (f = 150 mm) to collimate the light emittedin a diode breakdevn. The first
diffraction order of a blazedgrating (1200 lines/mm)was focusedwith anotherlens L,
onto the secondAPD, D,, actingasa photondetector At a wavelengthof 632 nm, we
therebyobtaina wavelengthresolutionof approximately3.3 nm FWHM; we adjustedthe
transmittedvavelengthby turningthe grating.

Again,weidentify photondrom thebreakdavn flashin D, by lookingfor coincidences
of detectoreventsin D; andD,. We have chosera coincidencdime window of 7. = 70 ns
afterabreakdovn of D, . In theexperimentwe recordedhenumberof coincidencevents,
N.(X), andeventsN;(\), N»(A) of theindividual detectordor anintegrationtime T'. To
obtainacceptablesignallevels, we exposeddetectorD; to araisedlevel of background
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Figure5: Normalizedbreakdavn flashspectrunof the silicon avalanchephotodiode. The
emissionis pealked around850 nm. The curve shavn is obtainedby subtractingthe acci-
dentalcoincidenceatefrom theraw measureaoincidencesindsubsequentormalization
to the countrateof theemittingdiode.

light, causingoreakdevn ratesof NV; /T ~ 17000 . . .20000 s . Thecorrespondingount
rate N, /T of detectorD, wasin the rangeof 5000 . ..6000 s~*. The numberof coinci-
denceeventsvariedform 300to 1100countsover therecordingperiode.

We correctfor accidentatoincidencesndfluctuationsin thebreakdevn ratesof APD
D, andobtaina normalizedspectraldistribution I(\) from our experimentaldatausing
theexpression:

N.(A) — Ni(A) - Na(A) - /T
Ni(A)

The spectrumobtainedafter an integrationtime of 7 = 50 secper point is shavn in
figure5, usinga normalizationconstanbf o = 103.

Onecanidentify aspectraemissiorrangingfrom 700nmto 1000nm, with amaximum
at 860 nm, two sharpedgesat 872nm and913 nm, respectiely, andtwo wealer maxima
at 900 nm and980 nm, respectiely. This structureis a productof the emissionspectrum
of the breakdavn light, the transferfunction of our spectrometesetupand the spectral
sensitvity for photodetectiorof thesecondaalanchaliode D». While thetransmissiorof
thespectrometeis reasonablylat overtheinvestigatedegion, themaindeviation between
the measure@ndthe emittedspectrunmcanbe attributedto the wavelengthdependenyg of
the quantumefficiency n(\) of detectorD,, which, accordingto the manugcturer hasa
smoothdrop-off from 70%to 8% in therangeof A = 800 to 1000nm[14]. However, the
key structuresof the spectrunobtainedare not anartefact of the detectionefficiency, and
arecharacteristi¢o the generatiorprocesof the emittedlight.

I\) =«

5 Impact of photoemission on a quantum cryptography
system
In ourexperimentswye triedto quantifythephotoemissiomnbreakdaevn of siliconavalanche

photodiodesn Geigermode. This photoemissiommay allow a possibleeavesdroppein a
guantumcryptographyapplicationto gaininformationof the outcomeof a measurement
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Figure6: Possibleeavesdroppingttackto quantumcryptographysystem A singlephoton
carryinginformationon phaseor polarizationis sentfrom Alice to Bobwithoutinterception
by Eve. However, Eve could have accesdo the photonsemittedby Bob upondetection,
andgaintiming and/orpolarizationinformationof the detectecghoton.

simply by looking at this photoemissionas sketchedin figure 6. It thereforehasto be
ensuredhatthe amountof light leakingbackto a possibleeavesdroppers smallin order
to limit its knowledgeon the outcomeof the singleparticlemeasuremertiy Bob.

To minimize the amountof light generatedn the first place,the capacityCp should
bereducedo a minimum. This techniquehowever, quickly reaches limit with currently
availablephotodiodepackages.

Anothermeasuré¢o reducetheemittedlight would betheuseof opticalfilters, blocking
thespectratangeof 700-1000mnin which photoemissiomccurs.However, thistechnique
is restrictedto caseswherethe wavelengthof the transmittedlight is outsidethat range.
Thisis the casewith recentlydevelopeddiamond-basedinglephotonsources[d or using
shortewavelengthlaserdiodeemission[15. For systemasinglaserdiodesaround350nm
exploringanabsorptiorminimumin opticalfibers[18, thistechniquevouldrequirenarrov
bandinterferencdilters aroundthe emissionwavelengthof the diodes.Then,the possible
leakageof informationto aneavesdroppecanbe madeneggligibly small,too.

Additionally, spatialfiltering maybeusedto block light propagatindackthe quantum
channel Assumingthatthe photoemissiotight is emittedwithout spatialcoherencacross
the photodetectionsurface,andthatlight to be detecteds comingout of a single spatial
modefrom anopticalfiber or anequivalentspatialmodefilter in afreespacearrangement,
theback-propagatingight is reduced.

To estimatethe fraction of light coupledback, we first considerthe breakdevn flash
brilliance (i.e., the numberof photonsemittedper surfaceareaand solid angle)for each
photondetectionevent. Fromour measurementsye find

_dng 1 10-3 photons
dQ Ap sr-pm?

where Ap is the sensitve areaof the photodiode. The numberof photonsN, collected
from suchanincoherensourcento asinglespatialmode characterize@.g.by a Gaussian
beamwaistwy andacorrespondinglivergencelp, is givenby:

o0
2 )\2
N,.=B- / o220 e /eﬂaz/g% dQ)~ B -w%@%% =B- 1
=0 2
Integratingover awavelengthrangefrom 700nmto 1050nm, we obtainanumericalalue

of N, = 3.6-10~* photonscoupledinto thesinglespatialmodeof thequantumchannefor



adetectiorevent. This valueis independentf the detailedstructureof the couplingoptics
aslongasreciprocalopticalelementsareused.lt is alsoonly alower limit obtainablewith
asimilar photodetectqrsincewe have nottakeninto accounthe quantumefficiency of the
photodetector

To correctfor the quantumefficiency andto estimatethe real numberof photonscou-
pled backinto the quantumchannel,we usethe measuredpectraldistribution 7(\) and
adetectionefficiengy n(X) (i.e., the productof photoelectrorgeneratiorprobability given
by the manufcturerandthe photoelectrordetectiorefficiency of .55at20V above break-
down) obtainedfrom the manufcturer Then,we numericallyderive a correctionfactor

givenby theexpression:
_ [I /
ﬁ_/n()\) d\ /I()\)d)\

For awavelengthrangefrom 700nmto 1050nm, we obtaina numericalvalueof g ~ 3.5.
With this factor, we endup with a correctednumericalvalueof N¢°'" = N, = 1.3 -
10~3 photonscoupledbackinto the singlespatialmodeof a quantumchannel.

6 Summary

To summarizewe quantifiedthe photoemissiomehaior of a silicon avalanchediodedur-
ing a breakdevn, suchasinducedby a detectionevent of a single photon,we found an
emissiorspectrunrangingfrom 700nmto 1000nm, andestimatedhepossibldeakof in-
formationto a possibleeavesdroppedueto this effect. Whereaghis emissionmight have
to be consideredor singleatomandmoleculespectroscop in quantumcryptographythe
backdoorfor an earesdroppecanbe closedby taking somecarewith spectralandspatial
modefiltering. It remaingo beinvestigatedf photodiodesisedfor quantumcryptography
systems[1}in the telecomwavelengthrange(1300nm and 1550 nm) which are usually
basedn InGaAsor Ge,shav a similar effect. With InGaAsbeinga directsemiconductar
onecouldexpectit to bemorelikely for chaigecarriersto undegoradiatve recombinations
thanin silicon or germaniumthusshawing a strongetbreakdaevn flash.
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